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tenable Nessus® Perimeter Service™

network security with Tenable PCI Scanning Service

Product Overview

As an Approved Scanning Vendor (ASV), Tenable Network Security® helps businesses

ensure the safety and security of payment card data, identify network and web application
vulnerabilities “from the cloud,” and demonstrate compliance with the PCI Data Security
Standard (PCI DSS). Tenable Nessus® Perimeter Service™ including the Tenable PCI Scanning
Service is an on-demand, hosted service which audits Internet-facing systems for network and
web application vulnerabilities.

Features

Based on Nessus — the World’s Leading Vulnerability Scanner

The Perimeter Service is based on the Nessus vulnerability scanner with an interface and
functionality that are familiar to numerous security professionals around the globe. A favorite
among security practitioners and auditors alike, Nessus is rated among the top products of its
type throughout the security industry, is endorsed by professional security organizations such
as the SANS Institute, and has been downloaded more than ten million times to date.

Accurate, Secure Scan Results

Nessus Perimeter Service is supported by a world-renowned research team and accesses
Tenable’s continuously-updated database of more than 55,000 vulnerability and
configuration checks. Web-facing applications can be scanned for vulnerabilities that may
increase an organization’s exposure to risk. Security assessments are conducted against the
current PCI standards.

Scans can be scheduled to run automatically or performed on demand and use end-
to-end encryption for secure communication. When used in conjunction with Tenable
SecurityCenter™, network scoping occurs so only PCl-relevant assets are scanned, reducing
complexity and time.

Easy Remediation, PCI Validation, and Report Generation

Nessus Perimeter Service provides secure access to detailed vulnerability audits and
remediation information. PCI scan results may be disputed by the customer and are swiftly
validated by Tenable’s PCl-certified professionals. Executive, attestation, and detailed reports
are easily generated, offering proof of compliance needed for submission to an acquiring bank.

Anywhere, Anytime Access
Service access to scan, submit, review results, and generate reports is available from any
Internet browser.

As a managed service, Nessus Perimeter Service requires no hardware or software
installation, and no ongoing maintenance. Set-up can be accomplished in minutes.
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Benefits

« Based on the Nessus vulnerability
scanner: Perimeter Service scanning is
accurate, proven, and fully supported

» Eliminates the cost and overhead
of managing several products and
vendors: Consolidated vulnerability
scanning and PCI ASV validation

« One flat fee for affordable PCI
compliance: Scan an unlimited number
of Internet-facing systems, as often as
you like, and submit up to two PCl scans
per calendar quarter

« Minimizes overhead: No software to
deploy or maintain

- Improves efficiency: Anytime, anywhere
access via web browser

« Continuous monitoring and centralized
intelligence for PCI compliance:
Integrated with Tenable’s Unified
Security Monitoring™ platform
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Nessus Perimeter Service with Tenable PCI Scanning Service

Customer enters public
IPs to be scanned,
selects PCI DSS scan
policy, and launches

PCl scan

Customer performs PCI
scans until ready to
upload scan results to
administrative section
of Nessus Perimeter

Customer logs in
to review failed

entire report for

Unlimited Scanning for One Low, Flat Fee

Pay one flat annual fee and scan an unlimited number of Internet-facing
IP addresses covering a wide variety of devices, including desktop
computers, laptops, and servers, as often as you like. Submit up to two
PCl scans per calendar quarter for Tenable PCI ASV validation.

Tenable for PCI Compliance

Using Nessus and Nessus Perimeter Service together with Tenable
SecurityCenter, Tenable Passive Vulnerability Scanner™ (PVS), and
Tenable Log Correlation Engine™ (LCE) creates a Unified Security
Monitoring (USM) environment which offers continuous monitoring and
centralized intelligence for PCI compliance.

Continuously monitor and discover new devices on the network
that may create PCl exposure

Secure log aggregation and storage, log normalization, and
search for compliance monitoring

Real-time visibility into in-scope PCl-relevant assets, reducing the
time and resources required for regular scans

Dashboards and PCI compliance trending, providing an integrated
view of risk exposure and how your PCl compliance has changed
over time

Scalability, unlimited scanning, PCI ASV validation, and integration with
Tenable’s USM platform make Nessus Perimeter Service ideal for large
organizations or complex networks.
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Tenable ASV review

Tenable’s PCl-certified
experts validate,

then accept or reject
submission

If all items “pass,” then
scan report earns PCI ASV
compliance status

Nessus Auditor Bundles

Nessus training and certification are available. Tenable has
assembled several Nessus Auditor Bundles that combine
subscriptions for Nessus Perimeter Service, Nessus, or both
subscriptions, with Nessus On-Demand Training and a Certification
Exam at a significant cost savings.

For More Information

Questions, purchasing, or evaluation:
subscriptions@tenable.com or 410.872.0555
Twitter: @TenableSecurity

YouTube: youtube.com/tenablesecurity
Tenable Blog: blog.tenable.com

Tenable Discussions: discussions.nessus.org
www.tenable.com
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